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ABSTRACT: The field of firearms and toolmark analysis has encountered deep scrutiny of late, stemming from a handful of voices, primar-
ily in the law and statistical communities. While strong scrutiny is a healthy and necessary part of any scientific endeavor, much of the current
criticism leveled at firearm and toolmark analysis is, at best, misinformed and, at worst, punditry. One of the most persistent criticisms stems
from the view that as the field lacks quantified random match probability data (or at least a firm statistical model) with which to calculate the
probability of a false match, all expert testimony concerning firearm and toolmark identification or source attribution is unreliable and should
be ruled inadmissible. However, this critique does not stem from the hard work of actually obtaining data and performing the scientific research
required to support or reject current findings in the literature. Although there are sound reasons (described herein) why there is currently no uni-
fying probabilistic model for the comparison of striated and impressed toolmarks as there is in the field of forensic DNA profiling, much statis-
tical research has been, and continues to be, done to aid the criminal justice system. This research has thus far shown that error rate estimates
for the field are very low, especially when compared to other forms of judicial error. The first purpose of this paper is to point out the logical
fallacies in the arguments of a small group of pundits, who advocate a particular viewpoint but cloak it as fact and research. The second pur-
pose is to give a balanced review of the literature regarding random match probability models and statistical applications that have been carried
out in forensic firearm and toolmark analysis.
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In an adversarial system of justice, the form, substance, and
reliability of evidence will always be subjected to scrutiny.
Under the premise that the validity of evidence offered to estab-
lish relevant facts will be graced and hopefully enhanced by a
full and perhaps contentious airing of that evidence, such scru-
tiny is not only permitted, but encouraged. In this manner,
improper interpretation and substandard work may be identified
and rejected. But, just as substandard work deserves derision, so
does substandard criticism.

Severe criticism of the physical evidence area of firearm and
toolmark identification has recently been levied by a number of
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legal academics. These criticisms have taken several forms. One
is that firearm and toolmark identification is highly subjective
and therefore is suspect on that basis alone. Another criticism is
related to the uniqueness of firearm and toolmark evidence and
issues related to its expression. Yet another criticism is that the
community of firearm and toolmark examiners has failed to sup-
ply the “known or potential error rate” advocated as one of the
potential considerations in the Daubert decision (1). Of these
three primary criticisms, the last one is the most difficult to
address. Schwartz states emphatically that “If no firm statistical
basis for firearms and toolmark identification has been demon-
strated, there is no scientific basis for any testimony about fire-
arm and toolmark matches” (2; emphasis from original text).
Carriquiry opines that unless the field of firearm and toolmark
identification has coincidental match probability estimates (i.e.,
random match probability, or RMP, one type of statistical
assessment), the probative value of the evidence cannot be eval-
uated (3). All of this is little more than academic sophistry and
at least one court has noted that this viewpoint is not informed
by actual research (4). Schwartz and Carriquiry ignore the ines-
capable fact that firearm and toolmark identification works, and
to categorically reject firearm and toolmark evidence would be
akin to saying that the risk of deaths from automobile accidents
is sufficiently high enough to justify banning everyone from
driving automobiles. While discussion of this topic is reasonable,
the discussion must be projected fairly against a solid fact:
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firearm and toolmark identification demonstrably produces accu-
rate conclusions—a point that cannot be dismissed in critical and
ethically-reasoned arguments.

Let us closely examine this last criticism, and how it is
expressed. Critics have essentially stated that as firearm and tool-
mark identification does not have a firm statistical basis, it is
therefore worthless, as is any testimony concerning it. This
rephrasing is not unfair and allows us to assess this criticism
more cogently. This attempts to make the criticism more defi-
nite, and as Thomas Jefferson put it, “ideas must be made defi-
nite before they can be acted upon by reason.”

First, it should be recognized that this criticism is an argu-
ment, not a statement of fact. It takes a premise—that firearm
and toolmark identification lacks an overarching statistical basis
—a premise that is accepted by all, and melds that premise with
a conclusion—that it is therefore untrustworthy. Furthermore, it
is not even a well-grounded argument; it is defective from sev-
eral standpoints of logic. One, and perhaps the most salient, is
that it is ignoratio elenchi—an argument that does not address
the issue in question, which is whether or not firearm and tool-
mark identification actually works. This lapse of logic is also
known as an “irrelevant conclusion,” or more commonly as
“missing the point.” Another is that it is an argumentum ad
ignorantium—that is, an assumption that a claim is true when it
has not, or cannot, be proven true. And finally, this argument is
a straw man—an argument based on a misrepresentation of an
opponent’s position. The criticism is based on the assumption
that firearm and toolmark examiners will report and subsequently
testify to an absolute certainty in their findings as opposed to a
practical certainty, but in reality the latter is actually the profes-
sional norm.

Any notion that the community of firearm and toolmark
examiners has been remiss in searching for a statistical basis for
evaluating their evidence is categorically untrue. Firearm and
toolmark examiners, along with all other forensic scientists, have
always recognized that behind every opinion there is an ultimate
underlying statistical basis. To suggest otherwise would be intel-
lectually dishonest. And it is beyond cavil that the field does not
have a robust statistical model for firearm and toolmark evidence
that is satisfactory in every respect. Statistical models have been
created that provide some valuable insight into the nature of stri-
ated tool marks, but each model has its limitations, and it has
not yet been established how relevant they will be to the uni-
verse of firearms and toolmark issues. But neither do we have a
robust model for fingerprints, for trace evidence of various sorts,
for bloodstain patterns, or for shoeprints and tire tracks. Nor is
there a robust model for the appointment of judges, or the pre-
diction of the weather, or predicting our personal longevity, or
the future criminal behavior of a convict.

Substantial efforts have in fact been made within the commu-
nity of firearm and toolmark examiners to establish a statistical
basis for this type of evidence, to develop probability statements
and error rate estimates. Many critical statements, like those
illustrated above, have been made without acknowledging the
significant headway that has been made on error rate estimates
and measurement uncertainty by firearm and toolmark examiners
in recent peer-reviewed literature. These have included studies of
RMP, the statistical test mentioned by Carriquiry. Sadly, only
anecdotal opinions and superficial reviews of select studies are
offered up as informed criticism (5,6). Although these criticisms
have been authored ostensibly by statisticians, no careful defini-
tions of RMP as related to firearm and toolmark evidence have
been proposed and no actual toolmark comparison research has

been performed to support these criticisms. The purpose of the
present article is in part to aid those who wish to understand the
meaning of RMP in order to develop informed opinions on its
utility for forensic firearm and toolmark identification. The pre-
sent article is also intended as a brief review of the quantitative
research into estimating RMP and error rates that has been pub-
lished over the last several years.

In the United States, the “Daubert decision” has brought to
the forefront the question of whether scientific theories, method-
ologies, or techniques have a “known or potential error rate.”
For a method that seeks to put an identity to a pattern of
unknown origin, an error rate is most generally defined as how
often a mistake can be expected to be made in the identification
process. Such a statistic is not unique to firearm and toolmark
examination, and there is currently much debate in the forensic
science literature as to what “number” is the most important to
compute (7-10). Straightforward system error rates can be esti-
mated by computing the number of wrong identifications made
on a sample of patterns drawn from a larger population of poten-
tial decisions. That process is anything but trivial. When former
U.S. Supreme Court Chief Justice Rehnquist spoke of a “known
or potential error rate” in his dissent to the Daubert decision, he
may have been thinking of tallying up the number of mistakes
and dividing that by the total number of cases where a conclu-
sion was reached. He probably had no inkling as to the chal-
lenge that this would create on the part of those whose
professional responsibility it would be to engage in such murky
mathematics, or whether such calculations were in fact feasible.

A statistical test which has featured prominently in DNA pro-
filing is RMP. Let us give consideration to this approach. In the
context of firearm and toolmark identification, the random match
probability would be the quantitative chance that two bullets,
cartridge cases, or non-firearm-produced toolmarks will be iden-
tified as having been made by the same tool working surface
given that they were in fact fired from different firearms, or
made by different tools. In order to be able to estimate RMP
and error rate statistics in general, data (objective or subjective)
will be required. Toolmarks of all types are composed of micro-
scopic “features.” As described by Moran and Murdock (11) and
reported in Neel and Wells (12), two-dimensional (2D) and
three-dimensional (3D) toolmarks are characterized by features
that:

e Occupy only the very surface of a recording medium (2D)

e Have been made in a very thin recording medium (2D)

e Result from the application of the tool to the medium in such
a way that only superficial markings are produced (2D)

e Display discernible depth because the medium the toolmark
is in has been displaced (3D)

From a statistical or data-driven point of view, the features
that make up “evidence” correspond to random or near random
variables that are distributed according to probability densities or
mass functions. For the DNA profiling problem, the features are
discrete alleles at well-defined loci that are (assumed to good
approximation) statistically independent. Alleles have probability
mass functions that can be easily estimated from population data.
Unfortunately, a vanilla (frequentist) probabilistic-based analysis
of features for toolmarks, analogous to DNA profiles, is not
appropriate and out of the question. The continuous, nonbinary,
and high-dimensional nature of toolmark surface features makes
their probability density functions almost impossible to estimate
accurately. This point has eluded many critics who view the
application of RMP as the statistical prescription for the inherent
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uncertainty associated with firearm and toolmark evidence.
RMPs cannot be estimated as easily or in the same way they
can be for the DNA problem, precisely because of their spec-
trum of variability of the data. Drawing a direct comparison
between the two problems is scientifically improper and not war-
ranted. This is clear to researchers and practitioners in the foren-
sic firearm/toolmark and DNA fields who have actually
collected data to analyze.

However, it is incumbent upon the community of firearm and
toolmark examiners to make an honest and continuing effort to
estimate identification error rates or even RMPs. The need for
this was underscored in 2009 by the National Academy of
Sciences report on strengthening forensic science in the United
States, which recommended “The development of quantifiable
measures of uncertainty in the conclusions of forensic analyses”
(13). This has been attempted in forensic firearm and toolmark
identification, but it must be recognized that an error rate or an
RMP is a mathematical function. They may be calculated given
a statistical model and according to conventional rules of mathe-
matics, but an assessment of their relevance is another matter.
Camus (14) has cogently pointed out that “justice is not dis-
pensed in a test tube, even a graduated one.” In short, while the
profession of firearm and toolmark examiners yearns for, and
has striven for, a realistic probability model to explain firearm
and toolmark individuality, a totally satisfactory and validated
model has not yet been derived. But let us look at the progress
that has been made to date.

Due to the structure of the problem, different analogies to
other identification fields, outside of DNA profiling, must be
sought. Saunders, Davis, and Buscaglia have clearly outlined an
analogy with a common approach from biometric identification
(15-17). False match error is an estimate of the (frequentist)
probability that two toolmarks from different tools are declared
to match. They go on to define RMP as “the chance of ran-
domly selecting two (different tools) and then randomly select-
ing two (toolmarks), one from each (tool’s) available (exemplar
set), and declaring them to ‘match’ on the basis of the chosen
comparison procedure... RMP is one measure of false match
error” (15). While RMP, that is, false match error as defined in
biometric identification, can be and has been estimated from
available toolmark data, there is no clear indication that this
approach offers general applicability to the universe of firearm
and toolmark evidence. There are also existing studies that pos-
tulate theoretical models for toolmark RMP. These papers are
published but have been ignored in recent affidavits attacking
the veracity and scientific acumen of toolmark identification
(3,18-25).

Review of the Current Literature in Statistical Applications
for Firearms and Toolmarks

The firearm and toolmark identification community has not
been indifferent toward the need to develop statistical estimates
for toolmark individuality. As with other areas of forensic
science, firearm and toolmark examiners have not lacked the wit
to develop these statistics nor through laxness have failed to
achieve totally suitable statistics. As early as 1932, Gunther and
Gunther took the position that the needed probability factors
must be established by research conducted by competent
researchers (26). In 1935, both Hatcher, and Gunther and Gun-
ther also described what data would be needed to develop RMPs
for fircarms and toolmarks (26-28). Hatcher went so far as to
assign hypothetical numerical values to markings on bullets

which resulted in a calculation for determining the chance of
finding a firearm at random that would duplicate the markings
on a questioned bullet. Hatcher went on to say:

Of course, the details given in this discussion are all purely
speculative, for no data are available as to the exact proba-
bility of the existence of any particular mark at any definite
location on a bullet; but the discussion is intended to show
how the mathematics of the theory of probabilities work in
a simple case.

In 1949, O’Hara and Osterburg, after assuming that a statisti-
cal study had established the frequency with which certain tool-
mark characteristics occur, assigned numerical values to
matching striated toolmarks (29). Churchman also reported that
“tests have shown...,” and then proceeded to give numerical
values for the maximum frequency of occurrence for both stri-
ated and impressed toolmarks which he used to calculate proba-
bility estimates for the chance that a tool other than the one he
identified could leave matching toolmarks. Unfortunately,
Churchman provided no information, in his article or anywhere
else, about how he developed his frequency of occurrence values
(30).

In 1959, Biasotti recognized the need for empirically based
statistical studies on toolmark patterns in a landmark study that
has proven quite durable (31). His study recorded the number
of groups of consecutive matching striations (CMS) between
bullets fired from the same gun and bullets fired from different
guns. Using these findings, he was able to estimate the proba-
bilities of CMS run lengths of various sizes for known matching
(KM) striation patterns and known nonmatching (KNM) stria-
tion patterns. Decades later, in 2007, Neel and Wells carried out
a major extension of Biasotti’s work where they made 4,188
comparisons of 2D and 3D striated toolmarks of assorted origin
(12). Using tables of empirical counts for zero to greater than
eight runs of CMS between two striae (2x) and greater than ten
striae (10x), they estimated probabilities for each CMS run
size. Z-tests were then used at the 99% level of confidence to
compare the empirical frequencies for CMS run sizes between
KM and KNM for both 2D and 3D striation patterns. Specifi-
cally, the best KNM CMS run sizes were compared to the most
conservative KM CMS run sizes to determine whether there
was evidence to reject the null hypothesis, that is, the proposi-
tion that the probabilities of these CMS run sizes are the same.
In fact, evidence to reject the null hypothesis was detected as
statistically significant differences were found. Neel and Wells
also applied regression analysis, using observed KNM CMS run
size probabilities to calculate hypothetical (future) KNM CMS
run size probabilities. Using Bayes’s theorem, they determined
the likelihood ratios (LRs) of a KNM at different run sizes by
dividing the estimated KM CMS run size probabilities by the
KNM CMS run size probabilities (both actual and hypothetical).
The LRs for KNMs for large CMS run sizes (10x or greater)
were extremely large (meaning a KNM would be practically
impossible), whereas the LRs for smaller CMS run sizes, 8x
and lower, were relatively small. Neel and Wells do note that
the LRs were determined with hypothetical KNM values and
that a 2D CMS run larger than 6x and a 3D CMS run larger
than 4x have never been observed or documented. Most help-
fully, Neel and Wells published the CMS count tables obtained
in their study. These tables can be used to educate new practi-
tioners and be incorporated into other exploratory data analyses,
such as fully Bayesian data analysis. For example, a classic
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Bayesian analysis of this kind of count data is to use multino-
mial likelihoods with Dirichlet priors to ultimately yield RMP
estimates.

In 2008, a paper by Howitt, Tulleners et al. (32) was pub-
lished in which they proposed a model for the computation of
“correspondence probabilities” (i.e., RMPs) between striation
patterns imparted on bullets fired by the same gun versus bullets
fired from different guns. For consistency of observations, the
authors used the same functional definition of a “line” in a stria-
tion pattern as set forth by Biasotti. This definition makes their
theory very general and equally applicable to striation patterns
found in nonfirearm toolmarks as well as on firearms-related evi-
dence. Their theory can also take into account arbitrary magnifi-
cation levels (which would be a parameter of an optical
comparison microscope) and the number of lines found in a stri-
ation pattern. An output of this approach is the probability of
various CMS runs on striation patterns generated by different
sources matching purely by chance. The Howitt—Tulleners study
computed that the probability of random correspondence
between 2x CMS runs on bullets (called “doublets” in the
study) from different sources is between 0.1-0.16 at 20 pm reso-
lution (i.e., at 10-16% chance) and 0.14-0.24 at 30 pm resolu-
tion. Biasotti’s empirically derived probabilities for the same
situation are 0.2-0.46, depending on whether or not the bullet is
copper-jacketed. The theoretical RMPs for 3x runs are 0.003—
0.005 at 20 pm resolution and 0.007-0.01 at 30 um resolution.
Biasotti’s empirically derived probabilities closely agree at 0.01—
0.1, depending on jacketing (31,32).

There have been two notable attempts to develop alternative
RMP/identification error rate estimates for impression toolmarks.
The first, by Stone, was theoretical, and the second, by Collins,
was an empirical validation of Stone’s work (33,34). Both stud-
ies demonstrated that valid impression toolmark identifications
could be made using a relatively small number of individual
toolmark features, but neither study resulted in examiners being
able to calculate case-specific RMPs.

With the advent of confocal microscopy and laser scanners,
the acquisition of the entire 3D surface of a toolmark can now
be obtained. A study by Bachrach, Jain, Jung, and Koons docu-
mented the use of confocal microscopy to digitally record the
surfaces of striated toolmarks made by screwdrivers and tongue
and groove pliers (35). Similarity scores for all possible compar-
ison pairs of signatures were generated based on the cross-corre-
lation function and used to produce matching and nonmatching
score distributions (histograms). Algorithm-generated identifica-
tions were found to be highly reliable as long as the screw-
drivers’ angles of tilt relative to the substrate surface were
consistent (angle of tilt was obviously not an issue for tongue
and groove pliers). In these cases, at a 45° angle of tilt, esti-
mated RMPs (denoted as “empirical error rates” in the paper)
were 0.0011 for screwdriver striation patterns and 0.0003 for
tongue and grove pliers.

Chumbley et al. authored a series of papers comparing the
effectiveness of their comparison computer programs to human
examiners (36-38). These programs use 3D toolmark surface
data from focus variation microscopy combined with an identifi-
cation algorithm to identify a region of best agreement between
two toolmark datasets being compared. The algorithm searches
for regions of best fit (on both toolmarks) and compares correla-
tion values. If a match exists at one point along the scan length,
there should be large correlations along their entire length of the
toolmark. RMPs (called “error rates” in the paper) estimated
using this method were 0.023 for toolmarks made at a 30° angle

of tilt and 0.01 at 60° and 85° angle of tilt (37). The authors
then conducted a double-blind study in which fifty experienced
toolmark examiners gave their opinions on the sample set. In
summary, the authors determined that examiner performance was
much better (lower error rate) than the algorithm, but the identi-
fied deficiencies in their automated method are now susceptible
to being addressed and improved upon.

Chu et al. (39) describe a procedure for automated bullet sig-
nature identification using confocal microscopy and correlation
calculations. This procedure has the ability to automatically
select the effective correlation area, calculate the twist angle,
extract an average profile, and filter out information that does
not resolve individual characteristics, with the intent to produce
higher correlation ratios for matching bullets.

In a separate article, Chu et al. (40) introduce striation density
(ds) as an objective criterion for quantifying the suitability of
bullet images for automatic bullet signature correlation. Their
results indicated that there was a strong relationship between
striation density and identification rate. Striation density was
found to be strongly affected by the image quality. Expanding
on this study, Chu et al. (41) introduced a method of valid corre-
lation area selection based on striation edge detection. They
found that the threshold length (L) has a significant effect on
distinguishing a valid striation area from an invalid one, as well
as the calculation of the density striation parameter (d;). Com-
pared with their previous study (40), the group found an 8.8%
improvement in the classification results.

In yet another study, Chu et al. (42) employed a model using
quantitative consecutive matching striae identification criteria
(QCMS) in the 3D confocal comparison of bullets fired from
consecutively rifled barrels where known standards and blind
samples were intercompared. The system automated the selection
and masking of nonstriae surface features, and informative striae
were compared using both a mathematical cross-correlation sta-
tistical algorithm and a QCMS profile system that counted con-
secutive striae. Both approaches accurately separated known
matching and known nonmatching bullets.

More recently, Weller et al. (43) used confocal microscopy to
analyze breech face markings on 90 cartridge cases test fired
from ten consecutively manufactured pistol slides. The data from
this study, when plotted in a histogram, appear to be normal dis-
tributions. There is clear separation between the matching and
nonmatching test fires. If the data are theorized to be from a lar-
ger dataset with exponentially thin tails, there is a small overlap
between them because the probabilities represented by the tails
never actually reach zero. Subsequent to the publication of his
article, Weller used his data to calculate a RMP. In his model,
Weller set a threshold at the lowest scoring known match cross-
correlation score (CCF) of 0.57. Based on the distributions of
matching and nonmatching confocal data, Weller picked this
point because it was well above the highest scoring known non-
match CCF and was at the lower end of the known matching
data (thus conforming to the AFTE Theory of Identification).
Then, assuming a normally distributed nonmatching dataset, the
probability of a nonmatch comparison reaching the chosen
threshold was calculated to be 3.00 x 107 (or 1 in
3.34 x 1033). The threshold (0.57 CCF) that Weller chose for
his RMP calculation was also based on the point which he felt a
firearm examiner could mistake a nonmatch for a match because
the surface geometry would be similar to other known matches
and greater than the best known nonmatch due to the small theo-
retical overlap in the tails of the two distributions. Based on
Weller’s data, although there is a statistical possibility of such
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an overlap, the practical chance of this occurring is extremely
small, as evidenced by the calculated RMP. Weller presented
this RMP calculation at the May 2011 California Association of
Criminalists meeting in Long Beach, CA. He stressed that this
RMP only applied to his data and samples and should not be
expanded to other firearms where different manufacturing pro-
cesses may have been used. As mentioned above, this calcula-
tion assumes normally distributed nonmatch data: a distribution
curve with exponentially thin tails. Other distributions are likely
better models for the data, and this is currently being researched
(unpublished data). However, the calculated probability was pre-
sented not to provide a unifying model for calculating random
match probabilities, but only to convey the substantial separation
of nonmatch and matching distributions.

In a 2012 study, Petraco et al. (44) applied multiple statistical
pattern recognition methods to 75 striation marks made by nine
identical high-quality Craftsman brand quarter-inch slotted
screwdrivers. Striation patterns were represented by barcodes
and used to fit robust identification models known from the field
of machine learning. Fits for these models showed the conserva-
tive upper limit of the RMP (called “error rate” in the paper)
was well below 0.02. The authors also gave instructions on how
to assign rigorous levels of confidence to specific toolmark iden-
tifications.

Gambino et al. (45) applied the same machine learning meth-
ods to 58 primer shear marks on 9 mm cartridge cases fired
from four Glock model 19 pistols. The striation patterns were
scanned with a confocal microscope and preprocessed with
metrological software. The results were very promising, showing
very low error rates. The sample size was then significantly
increased in a follow-up study and also included screwdriver
striation patterns (46). A database was assembled consisting of
290 3D screwdriver striation patterns generated by 29 screw-
drivers and 162 3D primer shears generated by 24 Glock pistol
slides. A stochastic simulator for striation pattern signatures was
also developed to increase the database to arbitrary size and
identification difficulty. Using the real data along with the simu-
lator results, RMP estimates were 0.0001 for screwdrivers (1740
striation patterns used) and 0.0003 for Glock primer shears
marks (720 patterns used). The authors have also made all of
their raw data and analysis programs available for scientists and
practitioners to use or expand upon in their own research.

Hamby, Norris, and Petraco performed an analysis of a set of
1632 9 mm Glock fired cartridge cases collected over a 21-year
period (47). The experiment subjected the set to manual compar-
isons of the firing pin aperture shear on the primers using tradi-
tional pattern matching. In total, 1,330,896 pairwise comparisons
were made. Each firing pin aperture shear was found to be dis-
tinct from every other and uniquely identifiable. A Bayesian
methodology was then applied to estimate an upper limit for a
random match probability when comparing these types of sur-
faces. The RMP estimate was 0.0001% (47). A subset of 617
cartridge cases was also subject to comparison by the IBIS cor-
relation algorithm (190,036 pairwise comparisons). Again, no
cartridge case was misidentified for any other and a similarly
vanishingly small RMP was estimated, consistent with the
manual comparison estimate.

Current State of the Use of RMPs in Firearm and Toolmark
Identification

To summarize the statistical issues—at the present time, with
the exception of quantitative consecutive matching striae (QCMS)

identification criteria values for striated toolmarks—there is no
unifying model for the comparison of striated and impressed tool-
marks as there is in the field of forensic DNA profiling. Recent
computation studies have in fact attempted to estimate RMP (usu-
ally simply referred to as “error rates” in those papers). While
those estimates do vary, one fact is clear: Whatever the RMP is,
the error rate is very low.

It should also be recognized that whatever the “known or
potential error rate” is for firearm and toolmark identification, it
is extremely low when compared to other error within the judi-
cial system. For an example, we are informed that upon appeal,
typically 20-30% of cases are reversed or remanded because of
judicial error. It may be unproductive to compare error in evi-
dence evaluation and interpretation with other types of error, but
clearly we are operating in a milieu in which error is anything
but absent. The community of firearm and toolmark examiners
recognizes a professional obligation to measure error, and to
manage it. It is not clear that all other nonscientific elements of
the justice system are as attentive to this level of accountability.

Furthermore, it is not known at this time whether it is alto-
gether feasible to apply RMP to the identification of firearms
and toolmarks in a manner that will satisfy everyone. As D.
Michael Risinger, a highly respected academic observer and
critic of the comparative forensic sciences since the early 1980s
commented (48):

There is one school of thought in the academy (inferred to
be the National Academy of Science) that holds, essen-
tially, that without quantified random match probability
data, all expert claims concerning identification or attribu-
tion should be regarded as invalid. But I believe this goes
too far. Random match probability modeling for phenom-
ena like toolmarks or handwriting is many times more com-
plicated than for DNA, where we are blessed with an
underlying system that comes in basically binary units, and
DNA has been hard enough to get control of.

Rudin and Inman observed that constructing useful and rele-
vant databases for nonbiological evidence is appreciably more
challenging than for biological evidence (49). They also com-
mented that since fundamental differences exist in the nature of
nonbiological evidence and the dynamics of source populations,
it is impossible to directly apply the DNA typing model.

RMPs can be used in DNA profiling because analysts base
their estimates of association on arrays of genotypes, which are
analogous to subclass characteristics in firearm and toolmark
identification (50). Firearm and toolmark identifications are
based on arrays of individual, not subclass, characteristics.
Another reason why RMPs are so difficult to establish for fire-
arm and toolmark identification is that tool working surfaces,
many of which are microscopically unique when they are pro-
duced, may not remain stable over time; the working surfaces
may continually and unpredictably change, through use and wear
in consideration of the career and history of the tool or the fire-
arm. Additionally, the microscopic marks used by firearm and
toolmark examiners on a particular tool may originate from a
variety of machining processes. For this reason, it will be extre-
mely difficult to develop a universal mathematical model that
can accurately predict the random toolmarks left by some tools.
For example, if a tool’s working surface is sanded with sandpa-
per, the striated marks left can depend on the grit of sandpaper,
the amount of pressure used by the sander, the wear of the sand-
paper, and the hardness of the tool working surface. Minor
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changes to these factors will affect the depth, size, density, and
frequency of the striated marks left behind. When one contrasts
this example with the mostly binary inheritance (p2 + 2pq + qz)
patterns of DNA, the authors question if the critics of firearm
and toolmark examination understand and fully appreciate the
task at hand. In firearm and toolmark examination, often the
exception is the rule. Therefore, the authors approach probability
models for firearm and toolmark evidence with due scientific
caution and skepticism.

Despite the difficulty in presenting firearm and toolmark
examination in a probabilistic manner, the research cited in this
article has great use to the profession. While none of these
examples provide a method for presenting probability in individ-
ual casework, they do provide context for nonfirearm examiners
when evaluating “identifications.” When the AFTE Theory of
Identification was adopted, the firearm and toolmark examiner
profession described the chance of a random match as a “practi-
cal impossibility.” The research reviewed in this article provides
strong mathematical and objective support for that hypothesis
and conclusion.

Kaye et al. (51) fairly describes the forensic firearm and tool-
mark examiner’s expertise as the training and “experience-based
ability to assess, analyze,” and compare toolmarks “to differenti-
ate signal from noise” (individual toolmarks from spurious
detail) “and artifact from discrepancy” (insignificant from signifi-
cant differences), “and to evaluate whether two patterns” (tool-
marks—questioned compared to test) “did or did not come from
the same source”. This same source determination is made to the
practical, and not absolute, exclusion of other tools. This distinc-
tion between practical and absolute identification was described
as far back as 1929 by Derome when he made the observation
that “the certainty which this evidence (firearm identification)
bring with it does not extend to the absolute, since the absolute
exists only in mathematics; it is a physical certainty like that
which our senses give us...”'

Absolute Versus Practical Identification and Subjectivity

Derome’s comment, made 85 years ago (as of this writing),
enables us to segue to another criticism often levied at firearm
and toolmark identification: the issue of absolute identification
and practical certainty. Critics have often misrepresented the
position of firearm and toolmark examiners by declaring that
examiners claim absolute identification, with statements such as
“the evidence bullet was fired by the suspect’s firearm to the
total exclusion of all other firearms in the world.” This is a
straw man, and should be recognized as such. Absolute certainty
opinions may have been adopted in the past, but this type of
position has been retired for some time and no longer represents
the consensus thinking of the firearm and toolmark community.
Practical certainty has a place in the resolution of conflict just
as it has a place in our everyday lives. And our everyday lives
are predicated upon practical certainty. There is a practical cer-
tainty that our car will start in the morning (assuming it is in
good mechanical condition), or that our (normally obedient) dog
will come when called. Practical certainty should not be allowed
to be seen as an enemy of justice. Firearm and toolmark

"Derome W. Expertise en armes a feu (A treatise on firearms). Montreal,
1929. Unpublished manuscript of French-to-English translation by Alfred E.
Riedel, Berkeley (California) Police Department; July 24, 1931. Page 59
(corresponds to page 69 of original text). A copy of the translated manuscript
is available upon request.

examiners have struggled with how to accurately express the
certainty of opinions as related to the uniqueness of the evi-
dence with which they are confronted. But then others have
struggled as well with the concept of uniqueness—philosophers,
Boolean algebra mathematicians, and rare stamp dealers. Ulti-
mately, we all must make peace with this elusive concept. In
addressing this criticism, one is left to wonder why it is that the
legal academics who have been vocal on this issue seem to have
no problem with the “reasonable doubt” concept, yet are mysti-
fied and/or outraged at the collateral “reasonable (practical) cer-
tainty” concept.

Nor should the subjective aspects of firearm and toolmark
identification be seen as a grave or mortal flaw in firearm and
toolmark examination. The subjectivity that is currently unavoid-
able in firearm and toolmark identification comes at the end of a
number of quantifiable and measurable steps in the examination
process. For instance, bullet weights, caliber measurements, land
and groove counts, land width measurements, and direction of
twist are all nonsubjective observations and measurements that
greatly narrow down the universe of potential sources for a fired
bullet. Likewise, the use of an optical comparison microscope to
compare surface features of two toolmarks is an objective
method, where known and questioned areas are visually com-
pared, but not measured, directly. Those areas may be pho-
tographed or examined by others. The subjective process begins
when the examiner judges if any similarity is sufficient for iden-
tification, or not. Critics often treat “subjectivity” as a pejorative
word, suggesting that an opinion derived from a subjective eval-
uation is bereft of validity. The issue of subjectivity is men-
tioned in virtually every critical review of firearm and toolmark
evidence, and to an ever increasing extent is creeping into court
decisions as well (52).

We must remind ourselves that we may be diagnosed with
influenza by a doctor after 60 seconds of a very subjective
examination based on the doctor’s training and experience, or
that we pay a good deal of money to an automobile mechanic
who has made a very subjective determination of some mechani-
cal problem, or that we have identified our own toothbrush in
the morning based on totally subjective features, or that we iden-
tify our spouse in a crowded airport based largely on subjective
features. To use a more germane example, the identification of
an infrared spectrum of a drug or explosive recovered from some
form of physical evidence is also largely subjective. The best
infrared (IR) spectrum ever obtained from an evidence sample
will never exactly “match” the standard spectrum. Indeed, if an
analyst were to ever see two IR spectra like this that did, they
should strongly suspect one has been mislabeled “evidence” and
the other “reference standard” when, in fact, they are two copies
of the same spectrum. Hence, there are subjective judgments in
the field of analytical chemistry and compound identification
with IR spectroscopy (as well as other techniques, such as GC-
MS), as there are with many other areas of science. As with
practical certainty, actions and opinions derived from subjective
observations have a place in a system of justice just as they do
in our everyday lives.
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